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Applicability

This procedure is applicable to the entire NCSX Project.
| ntroduction

With few exceptions, all NCSX Project documents will be stored dectronically. Drawings and models
will be stored on the Pro/INTRALINK database and other documentation (e.g., project Plans and
procedures, specifications, anayses, memorandum, etc.) will be stored on the NCSX Engineering Web
Page http:/Aww.pppl.gov/ime/NCSX _Engineering/ . These documents will be posted in pdf format to
facilitate easy access. Since NCSX Project fileswill be eectronic in nature, it is gppropriate to utilize an
electronic review and signature process. In order to access pdf documents, a user need not have an
established dectronic sgnature profile. However, with the exception of DOE-leve project plans, all
documents will be signed dectronicaly.

The NCSX Project has adopted the Digita Signature Process and Security embodied in Adobe
Acrobat. In order to ensure consistency across the NCSX Project, Adobe Acrobat 5.0 (or
later) version is required. In Adobe Acrobat, this is caled the “Acrobat Saf-Sgn Security. The
Adobe Acrobat system permits personnel required to sign documents to create their own secure
electronic sgnature (via password protection), permit authentication of the electronic sgnatures, and
permit casua users to dso view completed documents with the full sgnatures visble. Inherent in all
these tasks is the requirement that all users (whether personnel signing documents or casual
viewer s) establish their own User Attribute profile. Thisprofile will permit personnd to set up their
own protected dectronic Sgnature or permit the casua user to verify adl the Sgnatures. Without the
unique User Attribute, the electronic signature process will not work correctly.

Once dectronicaly signed, the document (be it drawing or other project document) is frozen and
additiond changes precluded without changing the file name. The signed document will then be posted
in the gppropriate eectronic project files. Changes to approved documents are then processed in
accordance with the NCSX Configuration Management Plan.

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Refer enced Documents

NCSX-PLAN-PEP NCSX Project Execution Plan
NCSX-PLAN-SEMP NCSX Systems Engineering Plan
NCTX-PLAN-CMP NCSX Configuration Management Plan
PPPL ES-DRFT-002 PPPL Pro/INTRALINK Users Guide
Procedure

There are two didtinct, dbeit amilar, tracks for signing drawings and modds and for signing other
project documents. This procedure consgts of five sections:

Establishing a User Attribute and Electronic User Signature Profile
Verifying Sgnatures

Setting up the sgnature blocks for a document and/or drawing
Signing drawings and modes

Signing other project documents

Obtaining copies of approved documents

TMoOw>»

It should be noted that these directions were generated assuming a PC. It isrecognized that
the interfaces may appear dightly different on a MAC, however, the processes ar e the same.

A. Egtablishing a User Attribute and Electronic User Signature Profile

The key dement for eectronic sgnature is for each user/person signing documents establish his or her
own unique password-protected User Attribute and signature file (if the person is required to Sgn
documents) or certificate that can only be accessed by the user. This need only be accomplished once.
Once the User Attribute (and ectronic sgnature if needed) is accomplished, the processes of 9gning a
document or verifying other Sgnatures are reasonably straightforward.

It may be desirable to create at least two eectronic “sgnatures’. Thefirgt eectronic “sgnature’” should
be a full name (full name “sggnature’ for Sgning most documents or drawings) and an initids “ Sgnature’
(for 9gning documents with only limited space availability). Note: Due to I dentity Theft concerns,
only electronic “text” signatureswill be established => NO script signatures.

Attachment 1 to this procedure provides a visud step-by-step representation of this process.
Responsibility Action

User 1. Open Adobe Acrobat 5.0 (or later version) and select Tool Menu => Sdlf-Sgn
Security => Log In
2. When Sdf-Sign Security — Log In dialogue box opens, select New User Prafile

Controlled Document
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10.

11.

12.
13.

14.

When Create New User Profile didogue box opens, fill in the User Attributes:

Name (Required)

Organization Name (Optiond)

Organization Unit (Optiond)

Profile File => sdect unique password and confirm that password)
Close Create New User dialogue box by cdlicking “OK”. If only created to
view and verify dectronicaly signed documents/drawings, this completes the
necessary steps. If need to also create an electronic signature, continue to Step
A5 below.
After Usr Attribute file established, sdect Tool Menu again => Sdf-Sgn
Security => User Settings

. When Sdf-Sign Security — User Settings for XXXX (name of user) appears,

select “ Signature Appearance’ and “New” button.
When “Configure Signature Appearance’ didogue box gppears, name the title
of the sgnature (eg., Full Name Text Signature, Initids Text Signature, etc.) in
the Title section and then in the “Configure Graphic” section, sdect “NAME”.
DO NOT SELECT IMPORT “IMPORTED GRAPHIC.”
In the “Configure Text” section, sdect the appropriate “show” options. It is
recommended that only the “Date’ block be sdected to preclude too much
detal on the eectronic sSgnature.
Sdect “OK” to close the “Configure Signature Appearance’ dialogue box.
Y our eectronic Sgnature is now established.
If other specific signature appearances are required (e.g., initials), repeat steps
A3 through A10 until dl desired dectronic Sgnature options are determined.
When completed setting up your signature profiles, the find processis to e-mall
your certificates to a central repository so that any other users may download
vadidated certificates when verifying sgnatures. There are dightly different
processes depending on the E-mall program in use.
Under the Tool Menu, select “ Sdf-Sgn Security” and then “User Settings’.
When the “Sdf-Sgn Security - User Settings for XXXX”, sdect “User
Information”. Outlook users should then proceed to step A14 and Eudoraand
Entourage users should proceed to step A18.
Outlook users should select “E-Mail”.

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX

Controlled Document
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Systems
Enginesring
Support
Manager
User

Systems
Enginearing
Support
Manager

15.

16.

17.

18.
19.

20.

21.

When the “E-Mail Certificate’ didogue box gppears, complete the information
asfollows’
In“Message to” section, fill-in the e-mail address of the Systems Engineering
Support Manager ( bsmmons@pppl.gov ). The Systems Engineering
Support Manager will maintain the complete folder of vaidated certificates
on the Systems Engineering Web Page < >
Hll-in your contact information (usudly a phone number)
Sdect “E-Mail” option
When the “Acrobat Certificate Exchange File from XXXX” didogue box
appears, select “Send” option to send e-mail. Note: You may aso e-mail your
certificate directly to other users if so desred. However, ensure that a
certificate is e-mailed to the Systems Engineering Support Manager.
Recelves e-mailed certificate and posts in “Vdidated Certificates’ folder
accessble via links from the NCSX Enginering Web page
http://mww.pppl.gov/me/NCSX  Enginesring/ .

Eudora and Entourage users should select “Export to File...”

Place the Certificate File (.(fdf) on your desktop or in a folder. DO NOT
change the Object name.

Using Eudora or Entourage, send the an e-mail with the Certificate Fle (.fdf) to
the Systems Engineering Support Manager ( bsmmons@pppl.gov ). The
Sysems Engineering Support Manager will maintain the complete folder of
vaidated certificates on the Systems Engineering Web Page < >. Note: You
may aso emall your certificate directly to other users if so desired. However,
ensure that a certificate is e-mailed to the Sysems Engineering Support
Manager.

Recelves e-mailed certificate and posts in “Vadidaed Certificates’ folder
accessible via links from the NCSX Enginering Web page
http://mww.pppl.gov/me/NCSX _Engineering/

B. Verifying Signatures

When a document is forwarded for signature and that person wants to verify the signatures before
sgning, or acasud user desires to verify signatures in order to remove the eectronic question mark (?),
the person mugt first ensure that they have an dectronic User Attribute established in accordance with
the procedure outlined in Section A previoudy. It should be noted here that the “ verification”
process is linked to the Adobe Acrobat Digital Signature Verification process and is not
necessarily a physical verification process. However, asindicated in this procedure, the user
may call the previous signatures to confirm that they did indeed electronically sign the
document and to match the number of their certificate.

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
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The Systems Engineering Support Manager is responsible for maintaining an up-to-date list of vaidated
ggnatures. Thislist can be found in tabular format in via links from the NCSX Engineering Web page
http:/Aww.pppl.gov/ime/NCSX _Engineering/ .

The person approving the document is required to verify all the previous signatures before
sgning. Other users have the option to ether accept that this verification occurred before the
document was approved or, at their option, may aso verify the Sgnatures.

Each time the document is opened once posted, dl the ectronic signatures will gppear, dbeit with a
question mark (?) that indicates that the sgnatures on the opened document have not been re-verified.
Since the person approving the document is required to verify all the previous signatures
before signing, anyone opening the document can assume that the gpproving officid has verified the
sgnatures before approving the document. Nonetheless, at their option, users may dso verify the
sggnatures, dthough it is not required. This section outlines the process for verifying sgnatures.

Attachment 2 to this procedure provides a visua step-by-step representation of this process.

Responsibility Action
Approving 1. Open the document using Adobe Acrobat 5.0 (or later verson) and Log In
Officid or User using the procedures in Section A. When document is open, al signatures will

have a question mark (?) appearing. The Approving Official must first
verify all signatures before signing. Other users have the option to verify
sggnatures or to accept that al sgnatures were verified before the document
was approved.

2. Open the NCSX Engineering Web page
http:/Aww.pppl.gov/me/NCSX_Engineering/ and sdect the link to the
Validated Signatures web page. Once at the Vaidated Signatures Web page,
sdect the link to the table of vdidated Sgnatures. This table provides the
vaidated certificate numbers for each user with an eectronic sgnature.

3. To veify adgnature for the firgt time, right click the sgnature fidd that isto be
verified. Right-clicking sgnature fied will automatically open another dialogue
box. Sdect “Veify Sgnaure’. If the al the signatures had been previoudy
verified and added to “Your Trusted Certificates’ section in the Users Profile,
proceed to step B8.

4. Sdecting the“Verify Sgnature’ will result in the “ Sdf Sign Security — Vdidation
Status’ didogue box agppearing with the message, “Signature vdidity is
UNKNOWN?”. Sdect “Verify Identity.” option.

5.  When the “Verify Identity” didogue box appears, confirm the MD5 and SHA1
Fingerprint numbers with those on the Vdidated Signature Web list.

If they are the same, sdlect “Add to Ligt”.
If they are not the same, cdl the contact information for the certificate owner
and notify the Systems Engineering Support Manager of the discrepancy.

Controlled Document
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10.

When convinced of the certificate validity, check the “Add to Li” box to add
the lig to your “Trused Cetificae’ lig. The “Sdf-Sgn Security — Alert”
didogue box will appear indicating that this Sgnature has been added to your
“Trusted Certificate’ list and the question mark (?) will change to a check (v)
indicating that the sgnature has been verified.

Repeat steps B2 through B6 until dl the desred vaidated certificates are
transferred to the user’s “ Trusted Certificate’ folder, al signatures are verified,
and dl question marks (?) are changed to a checks () indicating that the
sgnatures have been verified.

If the sgnatures have dl been previoudy verified and are in your “Trusted
Certificates’ ligt, you need only sdlect Tool Menu => “Digitd Signatures’.

When the adjacent diaogue box opens, sdlect “Verify All Signatures’.

When the “Digitd Signature — Alert” didogue box appears, sdect "OK”. This
will change the question marks (?) to checks (v) once the sSgnatures are
verified.

The "Digtd Sgnaiure —Alet” didogue box will then change to show
“Verificaion Complete’ — check “OK” to complete the verification process.

C. Setting Up and M odifying The Signatur e Blocks For Documents And/Or Drawings

The person that who originates the document (either drawing or other document) is responsible for
setting up the initid document security for that document and for establishing the Sgnature field for eech
required signature.

Attachment 3 to this procedure provides a visua step-by-step representation of this process.

Responsibility

Originator of the 1.

Document

2.
3.

Action
Saves the document in PDF format.
Under the File Menu, select “Document Security.”

When the “Document Security” didogue box appears, sdect ”Acrobat
Standard Security”.

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
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4.  When the*“ Standard Security” dialogue box appears.
Check the “Password Required to Change Permissions and Passwords’ in
the “ Specify Password” section and enter whatever password desired as
the password. Ensure that the password is remembered, as it will be
needed to modify the sgnature fields.
In the “Permissons’ section, select 128-bit RC4 (Acrobat 5.0) Encryption
Leve and check both blocks:
0 “Enable content Accessfor the visualy Impaired”
o “Allow Content Copying and Extraction”
In the “ Changes Allowed” section, select:
o For adrawing, “Comment Authoring, Form Fed Fll-In or Sgning
o For dl other documents, “Only Form Feld Fill-1n or Sgning”
Inthe “Printing” section, ensure that “Fully Allowed” appears
Check “OK” when completed with the above
5. When “Password didogue box appears, retype in the password sdected in C4
above.
Click the Form Tool icon to activate it
Drag the cross hair over the area where the Sgnature will be placed
8. Whenthe“Field Properties’ didogue box appears:
Type in the Name of the person to sgn the document
In the “Type” block, ensure that ‘Signature” is sdlected (vs. the “Text”
defaullt)
In the “Short Description” section, enter “Prepared by, Reviewed by, or
Approved by” or other gppropriate descriptor of the action indicated by the
dgnature
Unless otherwise desired, leave “Border” section at the default settings
Inthe “Text” section, salect the desired font color and type
Unless otherwise desired, leave “Common Properties’ section at the default
setting
Sdlect “OK” when the above settings are selected.
9. Repeat sep C8 as many times as necessary for the number of signatures
desired.
10. Save the document.
11. Should a signature field need to be modified or corrected, follow steps C12
through C15 below.
12. Under File Menu, sdlect “Document Security’.
11. When the “Document Security” didogue box appears, sdect “Change
Sdtings’'.
12. When the “Password: didogue box replaces the “Document Security” didogue
box, type in the password previoudy selected by the originator in step C4
above.

No

Controlled Document
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13.

14.
15.

16.
17.

18.

When the “Standard Security” didogue box appears, sdect “Cancel”.
Sdecting “OK” will preclude changing the signature field blocks.

When the “Document Security” regppears, select “Close”.

Right click the signature fidd block to be changed and a didogue box will
appear with severa options.

Sdlect “Delete Signature Field”.

When the “Digitd Signature —Alert” dialogue box appears asking if you want to
delete the selected fidld, sdlect “OK” to delete the sgnature fied.

Regpply the corrected/modified signature field block in accordance with steps
C2 through C8.

D. Signing Drawings And Models

Drawings and modds prepared eectronicaly have a dightly more different sgn-off process than other
NCSX documentsin that the final signature will be by the PPPL Drafting Supervisor who then signs and
places a “Released for Fabrication”, “Pending ECN XXXX”, or “NCR-XXX" stamp on the drawing.
The originator of the document will be the first person to sgn the document.

Attachment 4 to this procedure provides a visua step-by-step representation of this process.

Responsibility

COriginator of the
Document

=

W

6.

7.

Action
Log-In in accordance with the procedures of Section A of this procedure.

Opens document in PDF format.
If not dready done, establishes the document security and sgnature blocks in
accordance with the procedures of Section C of this procedure.
To sgn the document, activate the “Hand” icon by dlicking it and then right click
on hissgnature areafield.
When the * SAlf- Sign Security — Sign Document” didogue box appears:
Typein the user’s password in the “ Confirm Password” section
Sdect or edit reason for signing in the “Reason for Signing Document”
section
At the option of the user, fill in the “Location” and “ Contact Information”
Sdect the name of the signature determined in procedure step A7 in the
“Signature Appearance’ section or edit the signature appearance per
procedure step A7
Check “Save’ when completed with the above and the signature will appear
with a check mark (v).
The “Sdf-Sign Security — Validation Status’ will gppear indicating that the
“SgnaureisVdid’
Save document and forwards document eectronicaly in PDF format

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Subsequent
Signers

PPPL Drafting
Supervisor

8.

10.

12.
13.
14.

15.
16.

17.

Open document and verify previous signatures (if desired) in accordance with
Section B of this procedure.

Repeat steps D1 though D6

Repesat sep D7 until the PPPL Drafting Supervisor is next sgner. When the
PPPL Drafting Supervisor is the next signer, proceed to step D11.

. Open document and verify previous sgnaures (REQUIRED) in accordance

with Section B of this procedure.

If document is satisfactory, sign document in accordance with steps D1 through
D6.

Activate the “ Stamp” icon and move icon of stamp to the desired location. Left
click mouse (three button mouse) to set the slamp location.

Size the stamp top the proper Size by dragging the stamp corners.

Move the slamp icon over the stamp and right click the mouse button.

When the “ Stamp Properties’ didogue box appears, sdlect the proper stamp
message. Note: After the stamp is placed a “ Document was M odified”
warning is set in the Signature Area.” warning is set in the Signature
Area.

Save fully dgned drawing and place in the appropriste NCSX
Pro/INTRALINK database “001 Released Drawing PDF Format” folder in
accordance with PPPL ES-DRFT-002.

E. Signing Other Project Documents
Signing other project documents (e.g., Plans, Procedures, etc.) is very similar to the steps outlined in
Section D above.

Attachment 5 to this procedure provides a visud step-by-step representation of this process.

Responsibility

Originator of the
Document

=

w N

Action
Log-In in accordance with the procedures of Section A of this procedure.

Opens document in PDF format.

If not dready done, establishes the document security and signature blocks in
accordance with the procedures of Section C of this procedure.

To sgn the document, activate the “Hand” icon by dlicking it and then right click
on his sgnature areafidd.

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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5.

~

Subsequent 8.
Signers

9.

10.
Approving 11.
Officid

12.

13.

NCSX Project  14.

Engineering Web
Cugtodian

15.

When the “ Sdlf- Sgn Security — Sgn Document” dialogue box appears:
Typein the user’s password in the “ Confirm Password” section
Sdect or edit reason for Sgning in the “Reason for Signing Document”
section
At the option of the user, fill in the“Location” and “ Contact Information”
Sdlect the name of the sgnature determined in procedure step A7 in the
“Signature Appearance’ section or edit the signature appearance per
procedure step A7
Check “Save’ when completed with the above and the signature will appear
with a check mark (v).
The “Sdf-Sign Security — Vdidation Status’ will appear indicating that the
“SgnaureisVdid’
Save document and forwards document eectronicaly in PDF format
Open document and verify previous signatures (if desired) in accordance with
Section B of this procedure,
Repest steps E1 though E6
Repeat step E7 until the Approving Officid is next Sgner. When the Approving
Officid isthe next Sgner, proceed to step E11.
Open document and verify previous sgnatures (REQUIRED) in accordance
with Section B of this procedure.
If document is satisfactory, Sgn document in accordance with steps E1 through
E6.
Forward approved document to the NCSX Engineering Project Web custodian
for filing.
File the Approved document in PDF format on the NCSX Engineering Web
page http://mww.pppl.gov/me/NCSX Engineering/ in the format indicated in
the NCSX Data Management Plan (NCSX-PLAN-DMP).
Obtain origind media verson (Word, etc.) from the originator and files this
copy in the NCSX Engineering Web page folder in this format as indicated in
the NCSX Data Management Plan (NCSX-PLAN-DMP).

F. Obtaining Copies Of Approved Documents

Approved documents will be posted on either the Pro/INTRALINK database for eectronic drawings
and modes or on the NCSX Engineering Web Page http://mwww.pppl.gov/me/NCSX Engineering/ for
dl other project documents. Accessing these project files is rdatively straightforward and will not be
covered here. However, it is an anomaly of the Adobe Acrobat Digital Signature Process and Security
System that the signatures of al approved documents will contain aquestion mark (7). Section B of this
procedure outlines the steps to vaidate the Sgnatures if so desired. However, it the responsbility of the
goproving officid to verify the signatures before signing the document.

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
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Attachments

Attachment 1:
Attachment 2:
Attachment 3:
Attachment 4:
Attachment 5:

Establishing A User Attribute And Electronic User Signature Profile
Verifying Sgnatures

Setting Up and Modifying The Signature Blocks For Documents And/Or Drawings

Sgning Drawings And Modds
Signing Other Project Documents

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX

Engineering Web prior to use to assure that this document is current.




NCSX

PROCEDURE: NCSX-PROC-005-00 Page: 1 010

Establishing A User Attribute And Electronic User Signature Profile

Attachment 1

Mig Window Help
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s User password: I
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Find Your Prafile File. .. |

Log In I Cancel | 4

Choose Tools => Sdf-Sgn
Security => Login

New User Profile => Then fill
in the User Attributes.

Create a 1024-bit RS54 private key and ¥.509 public key certificate, and storein a
password-protected profile file.

— User Attributes

Mame (g.g. John Smith): I Taom Erawn 2
Organization name: I PPPL (optional)
QOrganization Lnit; | {optional}
Country: |US - UNITED STATES >| toptional)
— Profile File
Choose a password I (& characters minimum’
Canfirm password: |

oK I Cancel
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Drawing Title Block Details
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detalls.

200301.2
W Tom Brown:

The signature area shows date and time signed, the 500
person’s Sgnature and acheck indicating it isavaid
sgnature.
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[ ®sae] B B UBEBT-|B-7-£-B&
ignature =
El---v'F{DI:lert simmons, 2003.01.29, valit ;
. : B NATIONAL COMPACT STELLARATOR EXPERIMENT
o Wayne Reiersen, 2003.01.29, Vali MCEX —— m——
PROCEDURE: NCSX-PROC-001 Rev. 0 Page: 1 of 2
Litlg Imitiated biy: Eifective Drate:
NCSX Glossary of Acronyms | & Robert Simmons 35z January 23, 2003
and Definitions NCSX Systems Engineering Support
o Supersedes:
: . g
o Wayile ReiersenzE70.
NCSX/Engineering Manager. New
Signature can be expanded to

show details.

The sgnature area shows date and time signed, the person’s signature and a
check indicating it isavaid sgnature.

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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E-mailing Certificates

Adobe Acrobat

le  Edit D'cn;Um_E:rgt"['-T_f:@:.ls Miew  Window Help

SQB S '-E'f*mmeﬁts e » @ - @0 BIERA
ompare L
:rr? Q A R Digital Signatures i:? *.ﬁ/.f-'. ,ﬁ|

Log In As Different User. ..
Log Out Enginest
105,

Speling
Web Capture

ficcessibility Checket,,,

'_Catéipg. A

Distiler 1. Under Tool Menu, sdect “ Sdlf-Sign
DocBox w”tyu

Forms ) o
Javascript 2. Seect “User Settings...

Lacats Web Addresses
"PDF Cansultart
TouchUp Text

Create Adobe POF Online
Paper Captur‘e.Clnii'nE ;
Download Paper Capture Plug-in

Search Adobe FOF Orline

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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E-mailing Certificates

Edit  Document  Tools

Wiew Window Help

rEE S S @ 8 AR ‘H 4 b bl ‘* W ‘E}mu% % @‘DE
PR-TE-B|HSUGHE T-|E-7-L-F L&
1. Whendidogue
box apears, — User Information
sdect “User .
Informetion” Change Password = IE'-“;'"-IEEr

Signature Appearance
Trusted Certificates

Distinguished name (OR):

I cn=Engineer, o=PFPFL, c=U5

Certificate Issuer's distinguished name (D)

| cn=Engineet, o=PPFL, c=L5

Certificate:

Details. .. Export ko File... | E-mail... |

Profile File:

I Zi\Documents and Settingsbsimmonsiiy Do Backup...

=

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Password Timeouk
Change Passward
Signature Appearance
Trusted Certificates

1. Sdect“E-Mal”

2. When the“E-Mall Certificate’ dialogue box appears:
Fll-ine-mail address of the Systems Engineering Support
Manager ( bsmmons@pppl.gov)

Fill-in your contact information
Sdect “E-Mail” option

Self-Sign Security - User Settings for En

— User Information

E-mailing Certificates Using Outlook

Mame: I Engineer 1

Distinguished narne (DM):

| cn=Engineer, o=PPPL, c=15 /

Certificate Issuer's distinguished name (D)

Icn=‘Engineer, o=PPPL, c=L15

Certificate:

Details. .. Expott ko File. .. |

E-Mail Certificate

E-Mail wour cettificate to the address below

— Message
bsmmons@ppp o /

|

Subject: I Acrobat Certificate Exchan File from Engl‘ueer

Profile File:

Attached is an Acrobat Certificat, Exchange File From Engineer -

The file contains a copy of a
signatures from and encrvpt documents For Enginesf.
Opening this File will laun
process the file,

rtificate that wou canfuse to verify

Adobe Acrobat and promipt vou to

| CiiDocuments and Settingsibsimmonsi iy Do Backup... |

Close

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

Jod
— ‘Your Contact Information I
The recipient 4F vour certificate can use your contgck information (e.g.
phone numier) to verify vour certificate identity,
— Fequest Certificate I
[ Request that recipient e-mail you their certifigate
Your e-mail address: | bsimmons@pppl, oy
/E-Meil\ Cancel
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E-mailing Certificates Using Outlook

% Acrobat Certificate Exchange File o) O] x|
JFI|E Edit Miews Insert Formak Tools Actions Table Help

EEDIERY g|®f| oroalg 2
Bt VIEE
|ﬂ This message has not been senk, |

To.., | Ibsimmnns@pppl.guv

e )[]

Subject: |.ﬁ.|:r|:||:ual: Certificate Exchange File from Engineer

i 2]

CertExchangeEngin
eet fdf
I -
=|e|m|={4] | _r|_|

I Draw =

WOCOH| d-2-A-

. When the “Acrobat Certificate Exchange File for

XXXX” appears, sdlect “Send”. NOTE: You
may aso directly e-mail certificate to another user if
desired.

. Upon receipt of e-mail, Sysems Engineering

Support Manager will post on the “Vaidated
Sgnaures’ folder which is accessible viathe NCSX
Engineering Web page
http://mww.pppl.gov/me/NCSX Engineering/

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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E-mailing Certificates Using Eudora or Entourage

% Adobe Acrobat

File Edit Document  Tools Yisw  Window  Help

28R @- a8 E|1 4 des]c -aO0E|D-

o

[ma-m-ElHY UHE T-||B-7-2-B&

Self-Sign security - User Settings for Robert Simmons

User Information — User Infarmation

Password Timeout
hange Passwiard

Signature Appearance Distinguished narme fDr\i)':
Trusted Certificates =

Marmne: |_Ii'0bi3r_'f Simmons

Icn=Rober:t Simrmons, o=RPFL i =15

Certificate Issuer's distinguished name (DM

[[en=Roabert Simmans, o=PPPL, C:V
Certificate:

Details... Expart ta File, > E-rnail.... |

Profile File: \—/
IC-:.lDDTg:urheht's qnﬁ,Settipgslh;irhrﬁp;Eﬁ,Mv Do Backup. .. |

Close

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

1. Sdect “Export to Filef
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E-mailing Certificates Using Eudora or Entourage

[ ooy e St for e x|
st I o 1
i Fesovi Nem: [Erciaey ' X
Trdled Catfcate. sl i a2 z =mer - /
[oreErgnesr, omPFry, c=L5 Jattacrrverts )
Cortficale [eame's detingushed neme (T j—Jrowm
[ormErgnear, cmper, reLm j::;;;r.:-
Cartdicats: ::ll;':fx_r-i;#'w
e T :’I:':F;:'*
it
Profike Fila: !T,quek
[ immcumarks and Settingsithomnity Coos | bl cb<F
=l
i Clhymc! mimrsar TariE rchisngaF ngrese idf Sawn I
B Sevsarnpe st Sl by [ 1081 \5‘;] Cancel |
1. Placethe Certificate File (.fdf) on desktop or in a
folder.
2. Using Eudora, e-mail the Certificatefileto the
Systems Engineering Support Manager
<bsmmons@pppl.gov>. NOTE: Youmay aso
directly e-mail certificate to another user if desired. DO NOT CHANGE THE
3. Upon receipt of e-mail, Systems Engineering Support OBJECT NAME.

Manager will post in the “Vaidated Signatures’ folder
which is accessble viathe NCSX Engineering Web

page http:/mww.pppl.gov/me/NCSX

Enginesring/.

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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First Time Verification

Dated: January 29, 2003

APPROVALS

Page: 1 of 9

§ Sigrenium Mot Virified

Prepared by:

1LH. Chrzanowski, Cog. Engr. for M

Concur:

D. Williamson., Modular Coils

?  Jim Chrzanowski

Sign Sianature Field, .,

Digitally sanad by i Chreancaskl
DN: = Chranowskl o=US
D 200301 20 131313 0500

Clear Signature Field
[elete Signatire Field

142)

riFy Signakur

2

=T Ersian

Compare Signed VYersion o Current Document

ot Sigratre Eield

Propetties

Concur:

1. Right dick sgnature block
2. Sdect “Veify Signature”’

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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First Time Verification

Self-sign Security - ¥alidation Status : pd|

Signature walidity LINKROME,
J This revision of the document has not been altered since this signature was applied.
The identity of the signer could nok be verified.

Click. "Werify Identity' to check the identity of the signer.

1

@ Close I@Tﬂﬁﬁty\l
Prepared byv: -

L. Chrzanowski, Cog. Engr. for Modular Coil Winding and Assv, (WBS 142)

L onour:

D Williamson. Modular Coils (WBS 14) WBS Manager.

1. Sdedt “Veify Identity”

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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First Time Verification
NCSX-SOW-142-01-00

¥Yerify Identity

‘¥ou are advised to werify the identity of the owner of this certificate.
To wetify this identity please contact the cwner (by phone, email, etc. ) and confirm that one
of the fingerprint numbers below matches the fingerprint number of their certificate.,

Click ‘&dd b List' if a Fingerprint number matches and wou wankt to always trust this ﬂ
certificate: the certificate will then be added o your list of "Trusted Certificates’. Click 'Cancel
if the fingerprints do not match or if wou cannot contact the certificate owner.
was applied.

Contact information For cet 1 WNET;:

Certificate information \\

Mame: | Jim Chrzanowski \ Details. .. |
MDS Fingerprink : | 240G OE94 190C DD4§§§B SE74 1308 2536 "DIEI """"""""
Prepared b | SHA-1 Fingerprint | A4C6 AE7F 914 3312 0553 120F F965 35EB BOGF 52E3

(Im Zancel | WBS I"L-‘I'
)

1. To verify theidentity of the owner of the certificate, check the Vaidated
Signature list that can be accessed viaalink on the NCSX Engineering
Web page http://mww.pppl.gov/me/NCSX Engineering/ to confirm that
the fingerprint numbers matches that on the users computer screen.
2. Sdect“Addto Lig” oncethe user is satisfied thet the certificate is vaid 2

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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First Time Verification
Dated: January 29, 2003
APPROVALS
.2 __Jim Chrzanowski
Preparved by: A¥2R0TT
1 H. Chrzanowski, Cog. Engr. for Modular Coil Winding and Assy. (WBS 142)
Self-Sign Security —Halrdatimt-ﬁt ; x|
Concur: Self-Sign Security - Alert Pl

FII1 o - Certificate Faor Jim Chrzanowski has been successfully added ko your list of
D. William 1 ‘Trusted Certificates',

Concur: [ Do not show this message again

1. Malsk 1

1. Check “OK”

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.




NCSX

PROCEDURE: NCSX-PROC-005-00
Attachment 2
Verifying Signatures

Page: 5 of 9

First Time Verification
Dated: January 29, 2003

APPROVALS

Dig
s

« Jim Chrzanowski e ST e

 Sigrrrmin Wakd

Fad by SN Chinanoaskl
= % D-LIE

Prepared by:
J.H. ¢/hrzanowski, Cog. Engr. for Modular Coil Winding and Assy. (WEBS 142)

Self-Sign Security - ¥alidation Status

Concur: 1 J Signature is WALID.
. William The identity of the signer has been verified as being in wour list of 'Trusted Certificates',
Concur:
J. Malsk Close I Propetties. .. I

1. Oncethedgnatureisadded to the ‘Trusted Certificate’ ligt, the
question mark (?) will change to a check mark (v) in both the
“Sdf-Sign Security — Vdidation Status’ and in the signature block
fiddd. Once on the‘Trusted Certificate' list, it need not be added
again (unless deleted on purpose.

Note: Approving Official must verify all previous signatures
prior to signing.

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Subsequent Verification when all Signaturesin ‘Trusted Certificate’ File

Commenks
Campare

Digital Signatures
Self-Sign SeciMty
Spelling

web Capture

|]¢ *’“@145% v@||__°|

Sign Docurnenk. ..
Invisibly Sign Document. ..
Sigr Sigmature Field, .

Yy ¥ YREA Y ¥

Accessibility Che 2
atalog, ..

Distiller

DocBox

Forms

JavasScripk

Locate Web Addresses
PDF Consultant
TouchUp Text

Clear Signature Field
Clear all Signature Fields
belete Signature Field 3

YWerify Signatire
Yerify all Signatures

YWiew Signied Yersion

1. When adocument is selected, Signature
Blockswill Contain Question Marks (*7”)

2. Under Tools Menu, sdlect “Digit
Signatures’

3. When another diadogue box appears, sdect
“Veify All Sgnatures’

4.

MNOES NATIONAL COMPACT STELLARATOR EXPERIMENT

Create Adobe PDF Cnline

Paper Capture Online

Download Paper Capture Plug-in
Search Adobe PDF Online

PROCEIDNURE: NOSX=PROC=001 Rev. 0

Title

NCSX Glossary of Acronyvms
and Definitions

Initisted byv:

. Nl o] 30
@Rnlwn SIMMOnS 12 s
NESX Systems Engineering Support

Manager
Approved by:

Wu}'uc Reiersen ===

(CSX E—fn-i*nm‘nnu Manager.

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Subsequent Verification when all Signaturesin ‘Trusted Certificate’ File

PSR NATIONAL COMPACT STELLARATOR EXPERIMENT

PROCEDURE: NCSX—PROC—001 Rev. 0 Page: 1 of 2
Title Initiated by: Effective Date:

—_— 03,0129

NCSX Glossary of Acronyms C‘? Robert Simmons s asor January 23, 2003
and Definitions NCSX Systems Engineering Support

1 Manager

Approved by: Supersedes:

% _Wayne Reiersen 27

NCSX Engineering Manager. New
i —— =
x
I_-"J:j' A you sUre you warik to wertify all signakures? 1. Eachtime the documert is
\"} Thiz may kake awhile For large documents., subsequently opened, queﬂi on
marks (?) will appear
™ Do not show this message again 2 2. When Digitd Sgnature— Alet
l— —I dialogue box appears, select OK
£t i to start verification process

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Subsequent Verification when all Signaturesin ‘Trusted Certificate’ File

PR NATIONAL COMPACT STELLARATOR EXPERIMENT
PROCEDURE: NCSX-PROC-001 Rev. 0 Page: 1 of 2
Title

NCSX Glossary of Acronyms
and Definitions

Initiated by:

2003.01.28
13:25:35 05'00

J Robert Simmons
NCSX Systems Engineering Support
v Manager

January 23, 2003

Effective Date:

Approved by:

'« Wayne Reiersen =57~

NCSX Engineering Manager.
 —

[™ Do not show this message again

Supersedes:

New

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

1. When al sgnatures verified, question

marks (?) will change to check marks (v)
and the “Veification Complete’ notice will

appear

. Check “OK” to complete verification

process.
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ToView “Trusted Certificates Folder

9_55};_
2003.01.21 e, )I!
Jose[:?h _ 14:03:44 8 s A
Rushinski 0500° I . A
N [ e
User Information ;I — Trusted Certificates
Fasalond, Hmeoll & Joseph Rushinski Details. ..

Change Password

Signature Appearance

Trusked Certificates

Impaort From File

E-mail Request

Delete

B

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

1. Under Tools Menu,
sect “Sdf-Sgn
Security” and then
select “Users Settings’

2. Then sdect “Trusted
Certificates’ to view
whose sgnatures have
been previoudy
verified.
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The creator of the document or drawing setsthe documents

password and signature blocks Document cecuty ]
1. Under the File Menu, sdlect “Document Security” Securky Options: |Acrobat Standard Security ¥ |
2. When the “Document Security” dialogue box appears, select “Acrobat Standard 5 No Secitv - :

Acrobak Standard Securiky

Security”
3. When the “Standard Security” dialogue box appears, select
Check “Password Required...” and enter password selected by the originator
Select “128-hit RC4 (Acrobat 5.0)” encryption
Sdect both “Enable Content Access...” and “Allow Content Copying...”
4. In Changes section, sdlect “Only Form Feld Fill-In or Signing” for documents or
“Comment Authoring, Form Fed Fill-In or Sgning” for drawings

Acrobat Self-Sign Security

IJse this dialog to view and change settings that are
usad ta encrypk & document. Chanoss will be applied
wihen you save or sign the document,

i Addobe Acrobat ~[blockspdl] 2
) Flegidt Documert Tods Wew Window Help Specky Passuond
|@ Open.. Cri+0 & 2> I™ Password Required bo Open Docurent
= Open Web Page... 1 Chri+shift+0  —— st passwerd: [
4 Adobe POF BT
_\ Fmﬁ e S = ¥ Password Requred to Change Permissions and Passwards
; Eloze Chrl-+ _ Master Passwmord: l‘"'i
i I —
& Ui
g Saveds. CrH5hift+5
& e Ereryption Lovel [128-08 RC4 (horobat 5,00 =) 3
[14]
mport r
?L/ chmt ; ¥ Ensbie Corkent Access for the Visually Impaired
"
=
B sendMail., Al Contenk: Copiing and Extraction
E Doourent Propertias ] Charsges Alowed: [Gereral Edting, Commert: ard Foem Field fetherng e |
Docurment Securty Chrl+Alt+5 g
?/ Frincrngr Oinky Document Assembly
" Batch Processing b
L s =i 4 Commant Authorng, Form Feld Filn or Soning
Gereral Editing, Comment and Form Field Authoring
3 PageSehup... Chrl+Shift+P

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Setting Up and M odifying the Signatur e Blocks on a Document or Drawing

Page: 2 of 11

1. Under “Tools Menu”
select “Acrobat
Standard Security” and
then “Standard
Security” and Master
Password selected by
the originator.

2. When *Password”
dialogue box appears,
type in password
selected by the
originator to confirm
the password

Establishing Signature Blocks for a Document

ﬂFile Edit Document Tools Wew ‘Window Help

T T

=
EEAEE #l- B rM|es ol -aOOB | ®-|Q
R T8 ETHSR |- L-BEBSUHE T
»

ignmures% Comments % Thumknzils % Bookmatks

NCSX-PLAN-DMP

DRAIT I

Standard Security

— Specify Password

[ Password Required ko Open Document

User Password: I

v Password Required to Change Permissions and Passwords

Master Passward: I e

Encryptic  Confirm Password o Change Security Options

T Passward: |
I' Brown. N | W Enab I
v allow (64 I Cancel |
Changes Allawer 2 rm Field Fill-in or Signing j
E—— Printing: |Fully Allowed 'l
B. Nelson. |
 JOOL.
I o] oK | Cancel |

Manager

tv Project

sering

Systems
eer

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

Controlled Document
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Establishing Signature Blocks for a Document

: x_DMP_sign_olf_process.pdi]
Document . Tools  Miew  Window  Help

S| tal- B res et -2 NO00EB -H
E-8ETHSR |/ - BLBSUHEET-
1
N
NCSX-PLAN-L....”
DRAFT I
January 15. 2003
- ]
Prepared by: -
x|k Systems Engineering Support Ma
Hame: [Sig 1 Type:/l;;gaa«,«;\ =l
! = 3
Short Description: |P'9Da'3d b v N
Appearance | Actions | Signed | 4
— Border
T BoderCoor | Width [Thin = P. Heitzenroeder. Deputy T
I Background Color 190 | Style: [solid - Manager for Engineerii
- Tent
Tewt Color: !I
Fant:  |Helvetica _ﬂ Size: |Auta d - .
! ! L. Dudek. Ancillary Sys
r~ Common Properties P]'U.i\:d [':Il‘_.,’iIIL‘L'I'
[~ Read Only Form Field ls: IVisibIe j
[~ Required Orientation: |0 =| Degrees
1. Malsbury. QA Manag

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

Click the Form Toal to activate it => a cross
hair will appear

Drag the cross hair over the area where the
sgnature will be placed

In the field properties box that appears inter
the Name (eg. Sg linthisexample). M ake
surethat the“ Type” isset to
“Signature’ (default is Text). Borders, etc
can be added if desired.
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Establishing Signature Blocks for a Document

Adobe Acrobat - [NCSX_DMP_sign_off_process.pdf]

ﬂFiIe Edit Document  Tools  Yiew ‘Window  Help

e
|4

Open... Chrl+0 B“@WY @|D@|B‘,

Cpen \Web Page... Chrl-Shife+0

Cpen as Adobe PDF... ﬁ |B % Ul H[E_;T o

]

Close Chrlwy

ctrhs NCSX-PLAN-DMP

Save As.., Chrl+shift+5
Revert

Import 1 DRAFT I

Export 3
Send Mail. . January 15, 2003

Document Properties 3
Dacurient Security. .. Crrl+alt+s 5ig 1

Batch Processing E ‘\_'. Sr——— e . .
e Simmons, NCSX Systems Engineering Support Manager

Page Setup... Crl+Shift+P
PHink. .. ChrlF

Signaturesw\ Comments ‘@( Thumbnails W\ Bookmarks

Concurrences:
1 DY, ANCSY_DMP_sign_off_process, pdf
2 D\browntplotfilesiblocks . pdf

3 [:\brown'plotfilesiblocks-final pdf fiig 3
4 Di\browntplotfilesi\blacks. _change_priv.pdf
5 C\Program FilestAdobel. . \Standard. pdf Integration P. Heitzenroeder. Deputy Project
& C:\Program Filesiadobel. . \new stamp. pdf
7 C:\Program Files\Adobel, . \Standard2, pdf

Manager for Engineering

Exit Chrl+Q

& Y. . \Drawing stamp - Release For Fab.pdf w 1

B. Nelson. Stellarator Core Systems L. Dudek. Ancillary Systems
Project Engineer Project Engineer

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

1. After dl Sgnature blocks
or fields are established,
the creator should save
the document

Note: The creator could

sign the document before

the document is saved.
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Establishing Signature Blocksfor a Drawing

& Adaba Acrobal - [Rince ]
T A B Coouwesrd | Tools Wiew Wirdew  Help

EEESA 4 mes ’tlh' ¢ @ -@(0E0E-] e
2 Comcars R oM — Bl
e T B | gk srehaes 3

EEEETTTEE

1. Fromthe“Tools’ Menu, sdlect
“Sdf-Sign Security” and “Log In”

. When “ Sdf-Sign Security — Log In”
s ; dialogue box appesars, input your
Y < . User password and select “Log In'".

e | 3 Repeat stepsto set drawing
i password as outlined earlier.

Blgatures . Comments L Tieswneds . Boomeda

- “‘“x.x
T User profile Fike: |anrﬂ'cwn.a|:sf
T

x“\x\ User password: | =]

2l
g
-
I
[
.
*
=
g
[
9
=
[

5
|
I
|
s
i
k!
L
&
|
o
i
L
2
Ea

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Establisning Signature Blocks for a Drawing

sgm| 1 Clicktheform tool iconto activate it

Wrie il Occumarr Tosk Yiew Vindoy bk BETE => across hair will appear

EEASE S E 1 (P es]shin - @ DO - E 2. Drag the cross hair over the area

Fﬂ@.'"l‘:'i?c“@'sf'é'ﬁ s ‘\ d r- : -dr ﬂ Wherethesgnaurer”kEpla:aj

s asdij,q)c 4l 3. Inthe Field Properties box that

5 -0037.020 asdfasd appears inter the Name (e.g. Sig 2).

. ;

tumuLATIVE | DSN:T BROWN DRAWING NO: Make sure thet there is o check on

£ , Border or Background (when used

|RACT 10NS Nae: [53 in adrawing title block). Also make

E tI@= &4 =141 Sheibewmion | Cog Engineer sure that the Type A Short

|| R L T D PN e Description such as Cog Enginesr,

;-_g..un- wi= 17 [ B O - - Designer, etc., can aso be added.

| bl L P S e Make surethat the“ Type’ is

&l o set to “ Signature” (default is

i o s NCSX_ASSY_FOI Ted)

: G:F :C = 4. Repeat this process for every
Fewdh | FomFedic ratic = sgnature area. For drawings there
™ Aegasd O i ﬁ Dagres: =

will be severd sgnatures (Sig 1, Sig
EE LT 5. Save the drawing once the signature

field blocks are established.

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Modifying Signature Block Fields

e

SecUrity Options: I.ﬁ.crn:-I:nat Standard Security ;I

APPROVALS

Display Settings. .. |

Prepared by: 1
o . B Change Setkings...
J.H. Chrzanowski, Cog. Engr. for Modular Cc
Ize this dialog bo view andchamesethings that are

used to encrypt a document, Changes will be applied
when you save or sign the document,

Concur:
Zlose |

D). Williamson, Modular Coils (WBS 1.

i

. "MCSH-5S0M-142-01-00.pdF is protected,
Concur: 5

Password: I ek
| Ik I Cancel |

1. Under File Menu sdect “Document Security”. When “Document Security”
diaogue box appears, select “ Change Settings’.

2. When “Password” didogue box appears, retype in password selected by the
originator and then select “OK”.

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Page: 8 of 11

Prepared by:

Modifying Signature Block Fields

Date

Standard Security R

— Specify Password

[ Password Required ko Open Document

llser Password: I

¥ Password Required ko Change Permissions and Passwords

Master Password: I R

J.H. Chrzanowski, Cog.

Concur:

Concur:

D. Williamson, M

J. Malsbury, N

— Permissions

Encryption Level: | 123-bit RiC4 {Acrobat 5,07 ;I

¥ Enable Conkent Access far the Yisually Impaired
v Allow Contert Copying and Extraction

Changes Allowed: IOnI\,.f Forrn Field Fill-in or Signing

Printing: IFuIIy Allowed "I

o

AnCe

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

1. When*Standard
Security” didogue
box appears, select
“Cancel” (sdecting
“OK” will preclude
any modifications).
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Modifying Signature Block Fields

Document Security x|

Security Options; I.ﬁ.crl:ul:uat Standard Security ;I

APPROVALS

Display Settings. .. |

Prepared by:

| Zhange Setkings. .. I

J.H. Chrzanowski, Cog. Engr. for Modular Cc
Ilse this dialog to view and change settings that are
used to encrypt a document, Changes will be applied
when you save ar sign the document,

Concur: ( \/;I
Close
D. Williamson, Modular Coils (WBS 1. g -

1. The*Document Security” didogue box will
then regppear. Check “Close”.

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Page: 10 of 11

Modifying Signature Block Fields

APPROVALS

1
Prepared by: Sign Signature Field. ..

J.H. Chrzanowski, Cog. Engr. for Modular Coil Win,__ GlearSignatire Feld
Delete Signature Field

o I

Werify Siamature

Coneur: Yiew Signed Yersion
D. Williamson, Modular Coils (WBS 14) WBE_ Ghipare Sinsaiersian ta Sirtent Dacimisit
G0 bo Sianatire Field
, Properhies
Concur:

1. Right click on the sgnature block to be modified
2. When the didogue box appears, select “ Delete Signature
Fed’

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Page: 11 of 11

Modifying Signature Block Fields

APPROVALS

Prepared by:

LH. Ch e s 142)

Ir"v.:;' Are wou sure you want ko delete this signature Field?
\':f) ¥ou cannot undo this operation.

Concur: 1

L [ Do not show this message again

m Cancel
Concur:

1. Malsbury, NCSX QA Manager

1. When “Digitd Sgnatures— Alert” dialogue box appears,
sdect “OK” to delete the sgnature fidd.

2. Respply corrected signature field block in accordance with
the procedures described earlier in this Attachment

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Page: 1 of 9

Tools  Wiew Window  Help

= =l ..

= & | an

-@ | 0O0E |- W

| iﬂ‘? " | Signing requires saving the document, Click 'Save As..' ko place this
H signature onkto a new document or 'Save' ko save the current b L | b |
document,

0| — e e S e S U U P

=|ENERA 'ET P MA PHYSI T

||y N _ride options_| ; OHP R |LH%% TSH UN I \%E Iti:ss ; TlirAEOR A

5| HANGE AL COMPACT TOR
?/ 3 - Feason For signing document: (select or edit) d 7 r - g—

% E [ am the authar of this document _:j B 3 Jd .I'" The originator will bethefirst to Sgn a
E nF ' Lacation, e.g. city name: faptional) 2 a2 . drawing

2| a1 ik ' asd
e | PPPL ~a 1. Activatethe “Hand” icon to activate it.

£| == 'four contact information, &.d. phone number: (optional) g 2. nght click onthe s'gnature aea A Sgn
£ [EMDL Y [609-243-2156 . NROEDER Signature Field will appeer. Select Sign
;/ Signature Appearance: FE"'“ DER ggg%ﬁrgﬂ:&z ine Self-sgn nty

B |sianiture x| Ede ] B I L 3. Fill inyour password and the reason for

= |

B | 4 Sgning the document (use pull down

E Save l Save fs.., l Zancel l Wi I’ldOW)

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

NCSX-PROC-005dA



NCSX

Adobe Acrobat - [blocks.pdf]

gFiIe Edit Document Tools “iew ‘Window Help

PROCEDURE: NCSX—PROC-005-00 Page: 2 of 9
Attachment 4
Signing Drawings and M odels

SEESE #HB-E |« p bk -0 |0 B8 K

-/ -L-B& B UHE T

o I e et T LR R

A s e |

=

KT

4 Signature -
&5 Signature -
&5 Signature -
,ﬁSignature -
&5 Signature -

Signature

Cog Engineer
Drafting Super
Weld Engr
sig b

asdl ] :10j d'i "]

+osd'

L] 4 «[1af2 v 1?x11in\'“78\.'="\ﬁ<®'5ﬂ | >

After the first agnature, the Title Block will appear

Activate the document key and “show sgnature’ to
view sgnatures
Repeat process until Drafting Supervisor’ Sgnatureis
the next Sgnature

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

Controlled Document
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Page: 3 0f 9

Drafting Supervisor Must First Validate all Previous Signatures

ﬂFile Edit Document iTDD|S iew  Window Help

=
=

- & 1)

4 bl!i@i?sm - @|D[ﬁ§] D‘-I,{"?@t-l

1 OO T ot L ARAT

Compare Signed Yersion o Current: Document

130 Lo Signature Field

! = @ IIT___'J | g Comments 3
- Campare »
I i ‘? i 52 b }3 Digital Signatures 3
Self-Sign Security 3
Spelling 3
L) e ———
E ii‘r'"@TDm Brawin, ‘Web Caplture b
£ I‘*}"@ Engineer, 20 accessibility checker...
£| | B Engineer, 20 Catalog...
o £4Signature - Distiler
& £y Signature - DocBiox 3
2 £ Signature - | Forms C
§ JavaScript b
’ Locate Web Addresses  »
o PDF Consultant 1
g TouchUp Text 3
B
=
=
]

Bookmarks:

“Verify Sgnaures’

sl EWGR:P MCITZECNROEDER

1. After Logging In, from Tools Menu, the Drafting
Supervisor sdects“Digitd Signatures’ and then

Drafting supervisor should vaidate Sgnaturesin

Properties

Cuk: P EEITZENROEDER

osdjl;asdl;j;
asdfj;ajd

asdlasdj

. | DRAWING NO:

0030 2

ZEngineerio.
Le0r

20090

& Tom Brown?s

0600
L%th‘

- mEo 2
B Engineertizx
Lo

: J S1EGEL

SHEET 2 ¢

o= 4|

)
L]

uu
AR

17x11in | O

accordance with procedures outlined in Section
B (Attachment 2). Once vaidated the question
marks (?) changes to a check mark (v)

Engineering Web pri

Controlled Document
THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX

or to use to assure that this document is current.
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NCSX

1
2.
'EFiIe Edit Dgpelment Tools  Yiew Window Help
Capca a8 E s -a 000 =B 3

[®e-E-w -7 -2 BB NLHE T

IN INCHES
Faces'yY

$ .005/.020

P N -

o Tom Browny -

vEngineeri..

asdjf;as”
;a)df
asd)]

Page: 4 of 9

To dgn the document, the Drafting Supervisor activates the
“Hand” icon

Right click on thedgnature area. A Sign Signature FHeld will
appear. Sdect Sign Signature Field and the Sdlf-Sign Security
didog will come up.

Fill in your password and the reason for sgning the document
(use pull down window)

Click “ Save’

-Sign Security - Sign Document x

Sigring requires saving the document, Click "Save As..' to place this
signature onto a new document or “Save’ bo save the current

~CUMULATIVE | DSN:T BROWN DRAWING | i

. +Engineer:. . Confirm Password; | **+++++ Hide Opti
FRACTIONS | CHK: P HEITZENROEDER - | [ |
“=12= 211216 et 2 2] f docurent: (sebect or edit)
-:12= o128 | ENGR: P HE I TZENROEDER| vencineer = | syl _ s —

== 120" +/-174
R 120%+7-112

ignatures% Camments % Thumbnails % Bookmarks

SUPV: J SIEGEL

urerT |
T Ignature f

Location, &.q. city name: {optional)

([ e 1 Feid

Delete Signature Field

| 4

| PRPL

Your conkact information, e.9. phone number; (optionsd)

Werify Signature

| 609-243-2156

Signature Appearance:
|C|eatad 2002.08.29 15:12:2, :_} Edit... I Hew. . |
Save I Save Az, I Cancel |
4

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.




NCSX

PROCEDURE: NCSX—PROC-005-00
Attachment 4
Signing Drawings and M odels

Drafting Supervisor Places Stamp

B8 Adobe Acrobat - [blocks.pdf]

'@File Edit Document Tools Yiew ‘Window Help

CERaa|(HA-Er ves|okx -o0OOE
[h&a- -8B T@eRN 7 1 Balaeigs T

0* -

5]

Signa ] @

o Tom Brown, 2003.01.20, Ya =

o engineer, 2003.01.20, Yalid

E-off engineer, 2003 .01 20, alid

- Drafting, 2003.01.20, Yalid
% Document was modified

Delete

RELEASED FOR

FABRICATION/INSTALLA
®__—  OpenMote

Reset Mate Window Location

Properties. ..

- = e I

gSigna‘luresKCommems \Thumbnails V\Bookmark

=
Fnsl ﬂ
<] | _’l—l For Comment

For Pubk Rsases
hiot Approed
Mot For Putlic Release

Note: After the stamp is
placed a “Document was —
modified” warning is set
in the Signature area.

Modfed:  1J20/2003 2:13:40 PH e | cancd |

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

Page: 5 of 9

1. Activatesthe”Stamp”
icon.

2. Anicon of agamp will
appear. Move the stamp
to the desired location and
left click mouse (three
button mouse) to set
stamp. Drag stamp
cornersto set it to the
desred size.

3. Movetheicon over the
stamp and right click
mouse button and open
Properties to change stamp

Message.
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1. Drdting
Supervisor
saves
drawing

PROCEDURE: NCSX—PROC-005-00 Page: 6 of 9
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P8 Adobe Acrobat - [blocks.pdf]

w Edit Document Tools ‘Wiew ‘Window
_E apen...

“—  Open Web Page...

“ Open as Adobe POF, .,

Help
Cerl+0
Chrl+Shift+0

5“@55% -@ E0E| -
LB UWHE T-

]

Close

Save

Save As... 1
Revert

el
Crl+s
Ctrl+shift+5

Impork
Export
Send Mall. ..

Document Properties
Daocument Security. ..

Ctrl+alt+5

Batch Processing
Upload Comments

Page Setup...
Prink...

Ctrl+shift+P
Ctrl+P

1 D:ibrowmiplotfilesiblacks. pdf

Z D:\browniplotfilesiblocks-final pdf

3 Dy\browniplatfilesiblocks, _change_priv.pdf
4 C:\Program Files|Adobel. . \Standard. pdf

5 C:\Program Files|Adobel. . \new stamp.pdf
& C;\Program Files\Adobel,, \StandardZ, pdf
7 D:h...\Drawing stamp - Relzase For Fab.pdf
& C:\Program Files|Adobel. .. \Standard. pdf

Signaturesw\ Comments V{ Thumbnailz V\ Bookmarks

Exit

Chr+Q

hature ¥

a

RELEASED FOR
FABRICATION/INSTALL

_ATION

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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e drawing is complete and now ready
be placed in thereleased area of the
Pro/INTRALINK database

Signature =

E-of Dra

ggSig

4

o Torn Brown, 2003.01.29, Valid

Signature is valid

Marne: Tom Brown

Date: 2003.01.29 13:00:19 -0500°
Location: PPPL

Reason: | am the author of this document
lethod: Adobe FPKLite

Revision: 1 of 4

o Engineer, 2003.01.29, “alid

Signature is valid

Marme: Enginesr

Date: 2003.01.29 13:10:52 -0500°
Location: PPPL

Reason: | have reviewed this docurment
ethod: Adobe PPKLite

Revision: 2 of 4

Eh-of Engineer, 2003.01.29, “alid

Signature is valid

Marme: Enginesr

Date: 2003.01.29 13:11:20 -0500°
Location: PPPL

Reason: | am approving this document
lethod: Adobe PPKLite
Revision: 3 of 4

fting, 2003.01.29, walid

Signature is valid

Marne: Drafting

Date: 2003.01.29 13:20:31 -0500°
Location: PPPL

Reason: Docurment is released
lethod: Adobe PPKLite
Revision: 4 of 4

nature - WWeld Engr

-

PRINCETON PLASMA PHYSICS
PRINCETON UNIVERSI
NATIONAL COMPACT
asdj f;_asd_f;H' :
osdfj.ajd
asdlasd)
o Tom Bro'.-\.fn’;;;f DRAWING N

DSN:T BROWN

CHR: P EEIT2ENROEDER

wamM 2

“Engineeri.-

SUPV: J SIEGEL

14

Kl

o

o] W A 10i2 ¥ 17=11in | O

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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To Compare Signed Version to Earlier Unsigned Version

ﬁmumemmw

ECRBSA RA-W 14 H[es]ai= -8 DEB SR

ne - BB ITHER P -L-@a0s LulT- - 1. Rightcl_id<onsignatures
% ey = ! and activate Compare
E #-wff Tom Brown, 200301 20, J‘_{ l W !- Sgned Verson to

Ft-wgf engineer, 03 0130, Valid| [ Current Va'son_
] | s qnumn; 20120 S L
E A Document was mod o - . .

- T / 1 I | 1-|:-|I:Iil'llll:.::::lllilll; VTS | §
= REy Wik !
E et |
Frls

': Pingerties
.5’” | & Vol Natan O " =l |
E Current Version VEELD _Sgned o
- S— : Engineer
g Changes Made ™
|
E

M4 3cfda » M 11x8S5n O M| W 2

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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When a drawing isreopened, question marks (?) will appear until thesignaturesarere-verified. A user can only
verify signatures=> the signatures cannot be deleted by anyone

P2 Adobe Acrobat - [blocks.pdf] = |I:I|
=]

'@File Edt Document Tools Wiew window Help
|@@;H§:|ﬁﬁv|n||¢ [ <> M|[eF== -~ @|OO0E]G-|®
|' P-L-B&BSUEET-

iR A

Sighature =
0]
T | (o Tom Brown, 2003.01.23, Valid =
£| | ®-of Engineer, 2003.01.29, Valid
£1 |- Enginear, 200301 29, Valid DSN:T BROEN ¥ Tom Bf@‘“f”i‘u - | DRAS
BBV 4 rafting, 2003 01 29 '\ e
Sian Signature Feld) .,
*ch: % Docurment was mudlfe )i :
E Clear Signature FHeld
? Deleke Signature Feld
i /VE’I’_I[‘Y—WLR\
h
§ = blgnm
5 Compare Signed Yersion to Current Document
(]
= G0 ko Signature Field
E Properties
= z | 1 <
Kl o] )W AT 10z ¥ M A7xMin (O B M o= 4 [ e

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Signing Other Documents
Theoriginator of the document must first set up the signature
block fieldsin accordance with Section C (Attachment 3)
IE Fie Edr Coamsre Tooks Wew Wirdod  Help R EE
EEASH BE-E ke [emn -aA00OR=-|Q
- B EH BTHAR F-L-EHEBBUERT
= -
g NCSX-PLAN-DMP %
E, DRAFT I
Z Standard Security X
E [ Spedfy Passvord 0
el 1™ Passkond Reguied £0 Open Document 1. User LOgS In and confirms
E Lzet Pazsuird: l—h Manager p&NOfd
E ¥ Pesspeord Rroured bo Chenos Permssions ad Passwornds
= Master Password: | *°**
: o T T 1
& Encryptil Confirm Fasswond o Change Secuntby Optons
TBrown MIlEE R ty Project
Eﬁ Al o | cawel | bering
EE.' Changes Allowmsd: Iml(FormFlddFil-hur'Slg'hg j
E B. Melsom, || i e Svstems
I [Privj e | Caed | T

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.
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Attachment

5

Signing Other Documents

g Adobe Acrobat - [NCSX_DMP_sign_off_process.pdf] N

H File Edit Document Tools View ‘Window Help

Cpen Web Page... Chrl+Shife+0

2]

L_E Open... Ctrl+0 b”@W' ® OOOBE| = -
J{' Cpen as Adobe PDF.., ﬁ JH % Ul ﬂET =

Close Chrly

Save As... Chrl+Shift+5
Reverk

Import 1 DRAIFT I

Expork 3

Docurent Properties L3

Send Mail... January 15, 2003

NCSX-PLAN-DMP

Document Security... Chrl+alt+S

V'

Batch Processing 3

Page Setup... Ckrl+Shift+P
Prink... ChrlF

1 DY ANCSY_DMP_sign_off_process, pdf

Concurrences:

Uil cenienies Simmons, NCSX Systems Engineering Support Manager

2 Dbrowntplotfilesiblocks. pdf
3 Di\brown’plotfilesiblocks-final pdf
4 D:\browntplotfiles\blocks. _change_priv.pdf

Signaturesw\ Comments W\ Thumbnails V\ Bookmarks

5 :\Program Files\adobel, . \Standard. pdf

& C:\Program Files\Adobel, . \new stamp. pdf
7 C\Program Files\adobel, . \Standardz, pdf
8 D:...\Drawing stamp - Release For Fab.pdf

Integration

Exit Chrl+G
L

P. Hetlzenroeder. Deputy Project

Manager for Engineering

]

B. Nelson. Stellarator Core Systems
Project Engineer

L. Dudek. Ancillary Systems

Project Engineer

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

Page: 2 of 3

After setting up the
sgnature block fidds,
the originator savesthe
document.
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i Adobe Acrobat -
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[NC5X_DMP_sign_off_process,
EFile Edit Document  Tools Wiew  Window

Fl&d adg- B -

= &

T~ 5

[T 3

Thumbnsils V\ Bookmarks

elf-Sign Security - Sign Docurment

£ Signature -
£ Signature -
£ Signature -
£ Signature -
,@SSignature -

Self-Sign Security - Log In

Document signatures require access to Acrobat Self-Sign credentials,

User profile File: ITntrown.apF

/thassword: I

Attachment 5
Signing Other Documents

]

Mew User Profile. .. |

B

[E e Find %our Profile File. .. |

Page: 3 0f 3

E

LS X

Frep:
Desﬁg 1 jration by | | genlent Plan
i Log In I Cance
v J — 1. User Logs In and activatesthe “ Hand”
Ancillary Systems Praject Engil NL hX'lJLAI Icon
2. Right dick onthesgnaurearea. A
DRAFT SgnSignature Field will appear. Sdlect
x| —— Sgn Sgnature Field and the Slf-Sign

Signing requiras saving the dooument, Cick 'Save As.." bo place this
signature onko 3 new documment o *Save’ b save the current

document,

Carifirm Passward: | o

Reason For signing document: (seled or edit)

an approndng this document :]
Location, &.g. city name: (optional) 3
| PPrL
Your contact information, &.9. phone number: (aptional)
| s09-243-2156
Signature Appearance!
[sqnb.r-r j Edt... I ey, .. I
Save Save A5, I Cancel !

Hide Cptians j\

Prepared by:

Security dialog will come up.
3. User fillsin therr password and the
reason for sgning the document (use

R. Simmons. NCSX

\
N

T Brown, NCSX Design Integration
Manager

Controlled Document

THISISAN UNCONTROLLED DOCUMENT ONCE PRINTED. Check the NCSX
Engineering Web prior to use to assure that this document is current.

Concurren 5.

pull down window).

Each User repests process until dl

Approving Officid sgnature

Approving Official must first verify
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